IamsaTKa MO 6€30MACHOCTH B UHTEPHETE

C KaXabpIM TOJIOM MOJIOACKHU B UHTEPHETE CTAHOBUTHLCS OOJIBIIE, a NIKOJIBHUKHU OJTHA U3 CAMbIX
AKTUBHBIX I0JIb30Barene Pynera. Mexy TeM, HOMUMO OrPOMHOIO KOJIMYECTBA
BO3MOXXHOCTEM, UHTEPHET HECET U MPOOIEeMBbl. DTa MaMsATKa JOJIKHA TOMOYb Tebe Oe30IacHo
HaXOJUTHCS B CETH.

KoMmnbrotrepHabie BUPYChI

KOMIIBIOTEPHBIN BUPYC — 3TO PA3HOBUHOCTh KOMIIBIOTEPHBIX IIPOrpamMM, OTIUYUTEIBHON
0COOEHHOCTBIO KOTOPOM SABJISIETCS CIOCOOHOCTh K PAa3MHOXKEHUIO. B tononHenune k atomy,
BUPYCHI MOT'YT MOBPEAUTD WM MOJHOCTHIO YHUUTOXKUTH BCe (ailiibl U JaHHbIE,
HOJKOHTPOJIBHBIE MOJIB30BATEN0, OT UIMEHU KOTOPOIo Oblja 3alylieHa 3apaXxEHHas IPOorpaMma,
a TaKKe MOBPEIUTh WU J1aXK€ YHUUTOXXHUTH ONIEPAIMOHHYIO CUCTEMY CO BceMu (haiiiamu B
1esIoM. B OonbIIMHCTBE cilydaeB paclpoCTPaHsIOTCS BUPYChl YEPE3 NHTEPHET.

MeTOI[Ll 3allIMTHI OT BPE€AOHOCHBIX IPpOrpamMm:

o Hcnonb3yii COBpEMEHHBIE OIEPALlMOHHBIE CUCTEMBI, UIMEIOIINE CEPHE3HBIN YPOBEHb
3aIIMUTHI OT BPEAOHOCHBIX IIPOrPaMM;

o [IlocTostHHO ycTaHaBiaMBai a4yt (IMQPPOBbIE 3aMJIATKU, KOTOPhIE aBTOMaTHYECKU
YCTaHABJIMBAIOTCS C LIETBIO TOPAOTKH MPOrpaMMbl) U Ipyrue OOHOBJIEHUSI CBOEH
orepanuoHHoM cuctembl. CkaunBail X TOJBKO ¢ OUIIMATILHOTO caiiTa pazpadboTturka OC.
Ecnu cymiectByer pexxumM aBTOMaTHYECKOr0 OOHOBJIEHUS, BKIIIOUHU €r0;

« Paboraii Ha cBOeM KOMIIBIOTEpPE MO/ ITpaBaMU MOJIb30BATENs, @ HE a]MUHUCTpATOpa. DTO
HE TIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrpaMM MHCTAITTUPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMITBIOTEPE;

o Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMHBIE IIPOAYKTHI U3BECTHBIX IIPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBJICHUEM 0a3;

o Orpannub PU3NUECKHI JOCTYH K KOMIBIOTEPY JJIs1 TOCTOPOHHUX JIULL;

o Hcnonb3yit BHeIHUE HOCUTENU MH(OpMAIUK, TaKKe Kak ¢uielika, TUCK wid (aitn u3
MHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX HCTOYHHUKOB;

o He oTkpriBait KOMIIBIOTEpHBIE (ailiibl, TOTYYCHHBIE U3 HEHAEKHBIX UCTOUYHUKOB. Jlaxe
Te (aiiiibl, KOTOpPbIE MpUCIIal TBOW 3HAKOMBIH. Jlydllle yTOYHU y HEro, OTHPABIISL JIU OH
Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He BuJI niepeavn JaHHBIX, He TEXHOJIOTHs, @ BCEro JUIIb OpeH 1, Mmapka. Emie B 1991
rofly HUepIaHJCcKast KoMIaHus 3apeructpuponana opens « WECA», uro o6o3Hauano
cnoBocoueranue «Wireless Fidelity», koTopslil mepeBoAUTCS Kak «OecrpoBOHAS TOUHOCTHY. [0
HAIIIETO BPEMEHHU JIONUIA Ipyras abOpeBruatypa, KoTopast sIBISETCS TaKOH jKe TEXHOJIOTHEH. DTo
ab0OpeBuatypa «Wi-Fi». Takoe Ha3BaHuE OBLJIO JAHO C HAMEKOM Ha CTaHJIapPT BBICIIHMIA 3BYKOBOM
texHuku Hi-Fi, 4To B mepeBojie 03HaUaeT «BBICOKAsI TOUHOCTH.

Jla, OecIiaTHBIM HHTEPHET-IOCTYI B Kae, OTCNIIX U adpOIopTax SBISCTCS OTIIMYHOM
BO3MOXHOCTBIO BBIXO/a B MHTEpHET. HO MHOTHE DKCIIEPThI CUUTAIOT, YTO 00mIe0CTyITHBIE Wi-
Fi cetu He aBIISAIOTCS OE30IMaCHBIMU.

CoBeTbI 110 0€30MaCHOCTH PadoTe B 001IeT0CTYMHBIX ceTsax Wi-fi:

« He nepenaraii cBoro nmuunHyro uHopmanuio uyepes odmmenoctynubie Wi-Fi ceru. PaGoras



B HUX, eJaTeIbHO HE BBOJUTD MAPOJIH JIOCTYIIA, JOTUHBI U KaKUE-TO HOMEPA;

o Hcnonb3yit 1 0OOHOBIISII AHTUBUPYCHBIE TPOTPAMMBI U OpaHaMayep. TeM caMbIM ThI
o0e3omnacuirb cedsi 0T 3aKaYKy BUpyca Ha TBOE YCTPONCTBO;

o [IlIpu ucnone3oBanuu Wi-Fi otkiroun Gynkiuio «O0mmii 1ocTy K ¢aitnam u
npuHTepam». JlanHas QyHKIUS 3aKpbITa [0 YMOJIYAHHUIO, OTHAKO HEKOTOPHIE
M0JIb30BATENIM AKTUBUPYIOT €€ JIJIs1 y100CTBA UCIIOJB30BAHMS B pab0Te WK y4eoe;

o He ucnonp3yit myommunsii WI-FI 11t nepenaun mTUaHBIX TaHHBIX, HAIPUMEP ISl BBIXO/a
B COIMAJIbHBIC CETU WU B DJICKTPOHHYIO TIOUTY;

o Hmnons3yit Tonpko 3amuiienHoe coequnenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBOIM UMEHHO «https://»;

o B moOunsHOM Tenedone orknroun pynkuuto «lloaknrouenne k Wi-Fi aBTomaTudeckm.
He normyckaif aBToMaTH4yecKoro MoaKI0ueHus1 yeTpoiicTBa k cetsiMm Wi-Fi 6e3 TBoero
coryiacusi.

CouuajibHbie ceTH

CouuanpHble CETH aKTUBHO BXOJAT B HAIIly KU3Hb, MHOTHUE JIIOJIU Pa0OTAIOT U KUBYT TaM
IIOCTOSIHHO, a B Facebook yxxe 3aperucTpupoBaH MULIHAP/] YEIOBEK, YTO SIBISETCS OJHOU
CeIbMOM BCEX XKUTeNel m1aneTbl. MHOTME MOJIb30BATENN HE TOHUMAIOT, YTO HH(pOpMALIKS,
pa3MelleHHas MU B COLIMAIbHBIX CETSAX, MOXKET ObITh HaliJIeHa U UCIIOJIb30BaHa KEM YrOJHO, B
TOM YHCJIE€ HE 0053aTENbHO C OJarMMHU HaMEPEHUSMHU.

OcCHOBHBIE COBETHI 110 0€30IACHOCTH B COIIMAJIBbHBIX CeTAX:

o Orpanuub CIUCOK Apy3eH. Y TeOs B IpYy3bsiX HE JOJDKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIO/ICH;

o 3amminaii cBO YacTHYIO *Hu3Hb. He yka3biBail maponu, Tenedonsl, agpeca, JaTy TBOETO
POXKIEHUS U APYTYIO TUIHYIO HHGOPMAIHIO. 3TTOYMBITIUICHHUKH MOTYT MCTIOJb30BaTh
Jaxe MHPOPMAIIUIO O TOM, KaK Thl M TBOU POJIUTENH TNIAHUPYETE MPOBECTU KAHUKYJIBI;

o 3almuinai CBOI pemyTaIlio - Iep>KU €€ B YUCTOTE U 3ajJiaBail cebe BOIPOoC: XOTeN Obl Thl,
4YTOOBI IpyrUe NMOJIb30BaTENN BUJIETH, YTO ThI 3arpyskaenis? [logymaii, mpexie 4em uro-
TO OMYOJIMKOBaTh, HAIIUCATh U 3arPY3UTh;

o Eciu Tbl roBOpHUILB € JI10IbMU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIB3YH CBOE peaIbHOE UMS U
JIPYTYIO JINYHYIO MHGOPMAIUK: UMS, MECTO KUTEIbCTBA, MECTO Y4eObl U MpOYEE;

o W30eraii paszmemienust pororpaduii B intepHere, rae Tol H300paxeH Ha MECTHOCTH, 110
KOTOPOW MOKHO ONPEAEIIUTH TBOE MECTOIOJIOKEHHUE;

o Ilpu perucrpanuu B COllMaIbHON CETH HEOOXOIUMO UCIIOIL30BaTh CIO0KHbBIE MApPOJIH,
cocTosue u3 OyKB U IU@p U C KOJIUYECTBOM 3HAKOB HE MEHEE &;

o Jlns coumanbHOM CeTH, MOYTHI U APYTUX CAWTOB HEOOXOIUMO UCIIOIb30BaTh Pa3HbIe
naponu. Toraa ecnu Te0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKHU TOJy4aT TOCTYI TOJBKO K
OJTHOMY MECTY, a HE BO BCE Cpa3y.

JIeKTPOHHBbIE IEHbI'N
DNEeKTPOHHBIE IEHBI'M — ATO OUEHb YAOOHBIN coco0 miaTexei, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTST NOJIYYUTh 3T JECHBI .

DJIEKTPOHHBIE IEHBI' U MMOSBUJIMNCH COBCEM HENABHO M UMEHHO H3-3a 3TOI0 BO MHOTHX
rocyapcTBax 10 CUX IOp HE IIPOIMCAHO PO HUX B 3aKOoHax. B Poccuu xe oHn
(GYHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe UX Pa3JesioT Ha HECKOJIBKO BUIOB —
AHOHMMHBIE U HE aHOHMMHBIE. Pa3HUIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paszpelaeTcsi IpOBOJUTH ollepaly 6€3 uACHTU(UKALIMY [10JIb30BATENS, @ B HEAHOHUMHBIX



UACHTU(PUKALIMY T10Tb30BATENS ABISETCSA 00513aTEIbHOM.

Taxoke cienyer pa3innyaTh MEKTPOHHbIE (PUATHBIE IEHbIY (PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM )
Y DJICKTPOHHBIC HEPUATHBIC IEHBI'M (HE PABHBI TOCYIapPCTBEHHBIM BaIOTaM).

OcHoBHBIE COBETHI 0 0e30NACHOI padoTe ¢ JIEKTPOHHBIMHU JCHbIAMU:

o [lpuBspku Kk cueTy MOOMIIBHBIN TeTeoH. ITO camMblil yIOOHBIN U OBICTPHIN CTIOCOO
BOCCTaHOBUTH JAOCTYM K cuery. [IpuBsizaHHbIN TenedOH MOMOXKET, €CIu 320y 1elb CBOM
IJIATEKHBIN apOJIb WM 3aiJEHIb HAa CAUT C HE3HAKOMOT'O YCTPOMCTBA;

o MHcnons3yit onHopazossie mapoinu. [locie nepexoa Ha yCUIIEHHYIO aBTOpU3AIUIO Te0e
yKe He OyJIeT yrpokaTh ONMACHOCTb Kpaku WIIM TIepexBaTa MIaTeXHOro Mapois;

o BriGepu crnoxsblii maposs. [IpecTymankamM OyeT He MPOCTO YralaTh CIOKHBINA apoJb.
HanexHpie naposn — 3TO Mapoyiv, KOTOPhIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B
ceOst CTpOYHBIE M TIPONUCHBIE OYKBBI, TU(PHI K HECKOJIBLKO CHMBOJIOB, TAKHE KaK 3HAK
nosutapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

o He BBOAYM CBOM JIMYHBIE JAHHBIE HA CAWTAaX, KOTOPBIM HE JOBEPACIIIb.

DJIEKTPOHHASA MOYTA

DNEKTPOHHASI TOYTa — ATO TEXHOJOTHUS U MPENOCTABIISIEMbIE €10 YCIIYTH 110 TIEPECHIIKE U
TIOJTYYCHHIO DJICKTPOHHBIX COOOIIEHUN, KOTOPBIE pACTIPEACIISIOTCS B KOMITBIOTEPHOU CETH.
OOBIYHO AJICKTPOHHBIN TTOYTOBBIH SAIIMK BHITIISIUT CICIYIONTIM 00pa3oM:
UMs_TIOJIB30BaTeNsA(@UMs_aoMeHa. Taxke KpoMme mepenayu mpocToro TeKCTa, UMEeTCs
BO3MOXXHOCTb TepeaBaTh (Daubl.

OcHoBHbBIE COBETHI 0 0€30MACHOI padoTe ¢ 3JIEKTPOHHOM MOYTOIi:

« Hano BeiOpaTh mpaBUIIbHBIN TOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBINA BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyUIIe JOBEPSATh TEM, KOro 3HACIIb U KTO
IIEPBBIN B PEUTHHIE;

« He yka3siBail B 1nuHOI mouTe MuyHyo nHbopmarnuio. Hampumep, ayurie BoIOpaTh
«MY3BIKaJIbHBIN (haHaT@» uinm «pok2013» BmecTo «remal3»;

o Hcnonp3yil AByX3TanHyI0 aBTOPU3ALMIO. DTO KOI'/1a IOMUMO HapoJisi HY>KHO BBOAUTH KO,
npuchUIaeMblii mo SMS;

o BriOepu ciioxHbIN naposib. st KaXK10ro MOYTOBOIO SAIIUKA JTOJKEH ObITh CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY NIapOJib;

« Ecnu ecTb BO3MOXKXHOCTB HaIlMCaTh CaMOMY CBOU JIMYHBIW BOIIPOC, UCIIOIb3YH ITY
BO3MOKHOCTb;

o Hcnonp3yi HECKOIBKO MOYTOBBIX SIIUKOB. [IepBbI 1711 4aCTHOM HEPEINUCKU C
aapecaramu, KOTOPBIM Thl JOBEPSEIIb. JTO 3JIEKTPOHHBIN aIpEC HE HAJI0 UCIIOJIB30BATh
IpU PETUCTPALIMU Ha popyMax U caiTax;

o He oTkpsiBail paitibl U Apyrue BIOKEHUS B MUCbMaX JaKe €CIU OHU MPUIILINA OT TBOUX
npy3ei. Jlyuiie yTouHd y HUX, OTIIPABIISUIM JIU OHU TeOe ATU (Hailiibl;

o [Ilocne okoHuaHust pabOTHI HA MOYTOBOM CEPBUCE IEPE 3aKPHITHEM BKJIAJKU C CAUTOM HE
3a0y/1b HaXKaTh Ha «BeIATH.

Ku0epOyJimHI WJIM BUPTYajibHOE H3/1eBaTeJIbCTBO

KubepOymnHr — mpecieioBaHrne COOOIIEHUSIMHU, COIEPKAIUME OCKOPOJICHUS, arPeCCHIO,
3alyruBaHue; XyJIUTaHCTBO; COMAIbHOE OOWKOTHPOBAHUE C TIOMOIIBIO Pa3IMYHBIX HHTEPHET-
CEPBUCOB.



OcHoBHBIE COBETHI 10 00pb0e ¢ KHOEPOYJVIMHIOM:

o He Opocatics B 60ii. JIyumnii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CJIM HET TOTO0, K
KOMY MOKHO OOpaTUThCS, TO BHaYaje YCIOKOUThCA. ECau Thl HAaUHEIb OTBEYATh
OCKOpOJICHHSIMU Ha OCKOPOJICHHSI, TO TOJIBKO elle O0bIIe pa30A-Keb KOHPIHUKT;

o YmpaBnusii cBoel KubeppenyTanuei;

o AHOHUMHOCTH B ceTu MHUMAs. CyIIECTBYIOT CITIOCOOBI BBISICHUTD, KTO CTOHT 32
AHOHUMHBIM aKKayHTOM;

« He ctout Bectn xynuranckuii o0pa3 BUpTyadbHOU KHU3HU. IHTEpHET (PUKCUPYET BCe TBOU
JIENCTBUA U COXpaHSET UX. Y IaTuTh UX OyJIeT KpalHe 3aTPyIHUTEIBHO;

o CoOumonalt cBOM BUPTYaJIbHYIO UECTh CMOJIOAY;

o Urnopupyit enuanyHbIN HeraTuB. OTHOPA30BBIE OCKOPOUTETHHBIE COOOIICHUS JTyYIIIe
urHopupoBatb. OOBIYHO arpeccus NnpekpaniaeTcsl Ha HauajdbHOU CTaINH;

« ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMH, B COI[UATBHBIX
CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKHU COOOIIEHUH C OTPECIICHHBIX aJIPECOB;

o Ecnu b1 cBUnETEND KNOEPOYyMHTra. TBOM AEHCTBUS: BHICTYIUTH IPOTUB
IIPECIIEN0BATENs, II0OKA3aTh EMY, YTO €ro IeUCTBUS OLIEHUBAIOTCS HETATUBHO, MOAJEPKATh
XKEPTBY, KOTOPOH HY>KHA MCUXOJOrMYecKasi IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe
arpeCCUBHOIO IOBEIECHUS B CETH.

MooOunabHbId TesedoH

CoBpemeHHbIe cMapT(HOHBI U IJIAHIIETHI COIepkKAT B ceOe BIOJIHE B3POCHbIN (DYyHKIIMOHAT, U
Terepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIbIoTepamMu. OIHAKO, CPEACTB
3aIIUTHI JJI TOJI0O0HBIX YCTPOMCTB MOKA OY€Hb Majio. TeCTUPOBaHHUE U MOUCK YA3BUMOCTEHN B
HUX TIPOUCXOAUT HE TaK MHTEHCUBHO, Kak s [TK, To jxe camoe kacaeTcst 1 MOOMITbHBIX
npwiokeHnil. CoBpeMeHHbIE MOOWIbHBIC Opay3ephl YK€ MPAKTUUECKH JJOTHATN HACTOJILHBIE
aHaJIOTH, OJHAKO paclupeHne (PyHKIIMOHANIA BIIEUET 3a COO0M OOMIBIIYIO CIIOKHOCTD U
MEHBIIIYIO 3alUIIEHHOCTD. [[aneko He Bce MPOU3BOAUTENM BBIITYCKAIOT OOHOBIICHUS,
3aKpBIBAIOIINE KPUTUUECKUE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /151 0€30IaACHOCTH MOOMWJIBHOIO Tesie)oHAa:

o Huuero He siBnsieTcs no-HacrosemMy 6ecriaTHbIM. bynib ocTOpoXkeH, Beib Korja Tede
npeajaratoT OeCIIaTHbII KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO IIaTHBIE YCIIYTH;

o Jlymaii, npexxne uem otnpaButb SMS, ¢oto miu Buaeo. Tl TOUHO 3HACIID, T/I€ OHU OYIYyT
B KOHEYHOM HTOTE?

« Heo0xoammo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

o Hcnonb3yit aHTUBHPYCHBIE IPOTrpaMMBbl 11 MOOUJIBHBIX TEJIE(OHOB;

o He 3arpyxaii npunoxeHusi OT HEU3BECTHOI'O UCTOYHHKA, BEb OHU MOT'YT COJIEPKaTh
BPEIOHOCHOE NMPOTrpaMMHOE 00eCIieUeHuE;

o Ilocne TOro Kak Thl BBIMJEIIb C CaiiTa, I'/1€ BBOAWI JIMYHYIO HH(OpMaLHIO, 3aii11 B
HACTpoiiku Opay3epa u yaaiu cookies;

o Ilepuonnuecku npoBepsiii KaKue IUIATHBIEC YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEDE;

o+ [laBaii cBOf HOMEp MOOMIIBHOTO TeedOHa TOIBKO JIOASM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSCILb;

« Bluetooth nomxken ObITh BBIKIIIOUEH, KOT/IA Thl UM HE Nonb3yeuibes. He 3a0b1Bail nHOT 1A
IIPOBEPATH 3TO.



Online urpsi

CoBpemMeHHbIC OHJIAH-UTPBI — 3TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BIICUCHUS, O0BEAMHSIONINE
COTHHM THICSY YEJIOBEK 110 BceMy MUpY. Irpoku uccienyror JaHHbIi UM MUp, 00ILAIOTCS IPYT C
JPYroM, BBITIOJIHSIOT 33JJaHus, CPAXKAIOTCSI C MOHCTPaMU U MOJTY4YarOT OMbIT. 3a yI0BOJILCTBUE
OHH IUJIATAT: MMOKYNAIOT JUCK, OTUIAUYMBAIOT AOOHEMEHT WJIM MPUOOPETAIOT KAKKE-TO OIIIUH.

Bce atu cpenctBa unyT Ha mojiepiKaHre U Pa3BUTHUE UTPHI, @ TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIIECHCTBYIOTCSI CUCTEMbI aBTOPU3AIIMU, BBITYCKAIOTCS HOBBIE MaT4YM (LIUGPOBBIEC 3aIJIATKU
JUTSI TIPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB. B MO00HBIX HTpax CTOUT OMacaTbCs He
CTOJIBKO CBOMX CONIEPHUKOB, CKOJIBKO KpayKd TBOETO NapoJisi, HA KOTOPOM OCHOBaHa CHUCTEMA
aBTOpU3alMK OOJIBITMHCTBA UTP.

OcHoBHBIE COBETHI 10 0€30MACHOCTH TBOEI0 HUI'POBOTI0 AaKKAYHTA:

o Ecnu apyroit urpok Benet ce0s MI0X0 WIK CO3JaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €ro
B CIIMCKE UTPOKOB;

o Iloxkamyiica afMUHUCTpPATOPaM UIPhI HA IJI0X0E MOBEAECHHUE 3TOI'0 UTPOKA, KETATENBHO
IIPWIOKUTH KaKUe-TO 1I0KA3aTENbCTBA B BUAEC CKPUHOB;

o He yka3piBait tnuHy0 nH(OOpMaIMIO B podaiisie Urpsi;

e YBa)kall Ipyrux y4aCTHHUKOB II0 UTPE;

o He ycranaBiauBaii HeopuIMaIbHBIC TATYA U MO/IBI;

o Hcnonp3y# CH0KHBIE U Pa3HBIE ITAPOJIH;

« Jlaxxe BO BpeMsl UI'PbI HE CTOUT OTKJIIOYAaTh aHTUBHpYC. [1oka ThI urpaemis, TBOM
KOMIIBIOTEP MOT'YT 3apPa3UTh.

@UIIMHT WK KPaKa JUYHBIX JaHHBIX

OOBIYHOI KpaXkel AeHET U JOKYMEHTOB CErO/IHs YK€ HUKOTro He yAUBHU{Ib, HO C pa3BUTHEM
UHTEPHET-TEXHOJIOTUH 370YMBIIUICHHUKH [IEPEMECTUINCH B UHTEPHET, U POJOIIKAIOT
3aHUMATHCS «JTIOOMMBIM» JIeI0M. Tak MosSBIJIaCh HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU
(uIIMHT, r1aBHAas 1e€db KOTOPOro COCTOUT B MOJIYYEHUH KOH(UIEHIINAIBHBIX JaHHbBIX
N0JIb30BaTeNIel — JIOTUHOB U napoJied. Ha anrnuiickoM s3bike phishing untaercs kak GpummHr
(ot fishing — pwiOHas oIS, password — TapoIb).

OcHoBHBIE COBeTHI 10 00pbOe ¢ PUIIMHTOM:

o Crnenu 3a cBouM akkayHTOoM. Eciu ThI To103peBaetiib, 4TO TBOSI aHKETa Obljia B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOpaM pecypca 00 3TOM Kak
MOKHO CKOPEE;

o MHcnonn3yit 6e30omacHbie BeO-CalThI, B TOM YHUCIIE€, MHTEPHET-Mara3uHOB U MOMCKOBBIX
CUCTEM;

o Hcnonp3yit cioxHbIe U pa3Hble mapoin. Takum o0pa3om, eciid Te0s B3JI0MaIOT, TO
3JI0YMBIIJIEHHUKH TIOJIy4aT JOCTYII TOJIBKO K OJJHOMY TBOEMY IPO(MUIIIO B CETH, a HE KO
BCEM;

o Ecnu Te0s B310Manu, To HEOOXOAUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBIIEHbI y T€0S B APY3bsiX, O TOM, YTO T€OS B3JIOMAJIA U, BO3MOXHO, OT TBOETO UMEHH
OyJeT pacchuIaThCsl CIaM M CChUIKU Ha (PUIITUHTOBBIC CANTHI;

o YcranoBu HajexHbIH tapoiib (PIN) Ha MoOWIBHBIN TenedoH;

o OTkiI0YM cOXpaHEHHE Mapois B Opaysepe;

o He oTkpsiBail aiiibl U Apyrue BIOKEHHUS B MUChMaX Ja)Ke €CJIM OHU MPHUIIUTH OT TBOUX



npy3ei. Jlyuine yTouHd y HUX, OTIIPABIISUIM JIU OHU TeOe ATU (Hailiibl;

udposas penyranus

[{udpoBas penyranus - ’T0 HETaTUBHAS WU TO3UTUBHAA UH(OPMAIIUS B CETH O TeOe.
KomMmnpomerupyromast nuadopmanus pa3MeileHHas B UHTEPHETE MOXKET CEpbEe3HbIM 00pa3zom
OTPa3WTHCS Ha TBOEH peanbHOU ku3HU. «[{udpoBas permyramms» - 3T0 TBOW UMUK, KOTOPBIN
dbopmupyertcs u3 uHpopmaiuu o Tede B uHTEpHETe. TBOE MECTO KUTEIbCTBA, yueObl, TBOE
(brHaHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKTepa U paccKasbl O OJIM3KUX — BCE ATO
HAKAIJIMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCSTCS K IMyOJMKalUK TUYHON HH(pOpMauu B
HNHTepHeTe, He MOHUMasi BO3MOXHBIX MOCIEACTBUN. Thl JaKe HE CMOXKEIIb JOTaJaThCs O TOM,
yTO (hoTorpadus, pazMenIeHHas 5 JIET Ha3aJl, cTaja IPUYMHONW OTKa3a NPUHATH TeOs Ha padoTy.

KomMmeHnTapuu, pazmenienue TBoux (ororpaduii u Apyrue 1eUCTBHUsI MOTYT HE UCUE3HYTh JaXKe
HOCJIE TOTO, KaK Thl UX YAANuIlb. Thl HE 3HAEIIb, KTO COXPaHWI 3Ty UH(OpMaIHIo, Ionaa Jiu
OHA B TIOUCKOBBIE CUCTEMbI M COXPAaHUJIACh JIM OHA, a TJIABHOE: YTO MOYyMAIOT O Tebe
OKpY’Karoliee JI0/Id, KOTOphIe HAUAYT U YBUAAT 3T0. HailTu nundopmaiiuo MHOTO JIE€T CITyCTs
CMOJKET JF000M — Kak U3 TOOPBIX MOOYXKIACHUM, TaK U C HAMEPEHUEM MIPUYUHUTH Bpell. DTO
MOKET OBITh KTO YT'OJIHO.

OcCHOBHBIE COBETHI 110 3a1UTe HU(PPOBOM penyTauuu:

o Ilogymaii, mpexie yeM 4To-TO MyOJIMKOBATh U NIepeaBaTh y ce0s B 0yiore Ui B
COILIMAIbHOM CETH;

« B nHactpoiikax npoduiis ycTaHOBM OrpaHUYEHMs HA IPOCMOTP TBOETO MPODUIIL U ero
COJIEPKHUMOTI0, CHIENIal €ro TOJIBKO IS APYy3En»;

« He pa3memaii u He yka3bpIBail HHQOpMAIHIO, KOTOPas MOXKET KOro-1100 OCKOPOIATh TN
OOMXKaTh.

ABTOpCKOE IPaBO

CoBpemMeHHbIE KOJbHUKH— aKTUBHBIE MOIh30BaTENH I poBOro npoctpancta. OIHAKO
JaJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMHU BO3MOXKHOCTSIMU U POBOTO Mupa Tpedyer
COOJTIO/IEHNS TTpaB HA UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEUIEKTyalIbHAS COOCTBEHHOCTH)» OTHOCHUTCS K PA3IUYHBIM TBOPCHHSIM
YEJIOBEUYECKOI0 yMa, HAYWHasl ¢ HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh
Ha TPOAYKTHI U YCIIYTH , U 3aKaHYUBass KHUTaMHu, (pororpadusmMu, KHHOPUIBMAMU U
MY3BbIKaJTbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE ITpaBa — 3TO NPaBa Ha MHTEJVIEKTYalbHYI0 COOCTBEHHOCTh Ha IPOM3BEACHUS HAyKH,
JUTEPATypPbl U UCKYCCTBA. ABTOPCKHE ITpaBa BHICTYIAIOT B KAYECTBE FapaHTUU TOT'O, YTO
MHTEJUIEKTYaJIbHbIN/TBOPUECKHM TPyl aBTOpa HE Oy/AeT HAlpacHbIM, 1aCT EMY CIPaBeIJIUBbIE
BO3MOXXHOCTH 3apa00TaTh Ha pe3ybTaTax CBOEro TPyAa, IOJIYYUTh U3BECTHOCTD U ITPU3HAHHUE.
Huxkro 0e3 pa3penieHust aBTopa He MOXKET BOCIPOU3BOJUTH €T0 IPOU3BEAECHUE, PACTIPOCTPAHSTD,
nyOJIMYHO JEMOHCTPUPOBATh, IPOAABATh, UMIIOPTUPOBATh, MyCKaTh B MPOKAT, IyOJIUYHO
UCTIOJHSATH, IOKa3bIBaTh/UCIIONHATE B 3dUpe WK pa3Meniath B IHTepHeTe.

HMcnonp3oBaHue «IIHUPATCKOIr0» IIPOIrpaMMHOI O o0ecreyeHusT MOYKET IMPUBCCTH K MHOI'MM
PHUCKaM: OT IOTCPH AAHHBIX K TBOUM AKKAaYHTaM J10 6JIOKI/IpOBKI/I TBOCTO YCTPOﬁCTBa, rac



YCTaHOBJICHHBIN HE JierajibHas nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHble M OeCIIaTHBIE IPOTrpaMMBbl, KOTOPbIE MOKHO HAlWTH B CETH.



