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PYKOBOACTBO O TOM, KAK HE CTATb XXEPTBOM MOLUEHHUKOB

NMHPopMaLmMga MOMOXKEeT BaM pacro3HaTb MOLLUEHHUYECKMNE CXeMbl, 3aLLUTUTD
cebq, a Takke obecneuynTb 6€30MacHoOCTb CBOUX CpeacTB.

Mo naHHbIM CObepbaHKa, ywepb oT TenedoHHOro MoeHHmn4YyecTBa B 2024 roay

npeBbicuni 295 MmnnnapnoB pyonen. 3Has meTogbl MOLUEHHUKOB, Bbl CMOXKeTe
3AdLWMNTUTb cebs nu cBoux 6,1n3knx!

1.0CHOBHbIE BUAbl MOLUEHHUAUYECTBA
1.1. CXEMbI TEJIE®@GOHHOIO MOLUEHHUNYECTBA:

«BaHK 3BOHUT»: MOLLEHHMKWN NPeacTaBnaoTCH COTPYAHMKaMM 6aHKa U nog, Npeasjiorom
3alUMThbl BalLlMX cpencTB NpocaT Ha3BaTb CVV-koa (Tpu Lumdpbl HO 06pATHOU CTOPOHE
KApThbl), NapOJSib N3 CMC-COOBLLEHNSA U OaHHbIe A9 BXo4a B OHM1anH-0aHK.
3arnoMHuTe: Hacroswmne COTpyaHNKN 6aHKA HUKorgd He 3anpaLlmnBarT

TAaKyo nHpopmayuio!

«PoacTBeHHMK B 6ege»: BaM 3BOHAT M cOOBLLAIOT, UTO Ball B1TM3KUN

(cbiH, go4Yb, BHYK) nonan B ATIl1, 3agep>aH nonmumen n T.4., U CpoYHO

HY>Hbl OeHbIrM. MOLWEHHUKM 0aBAT Ha SMOLLUN, NMPUCbINaoT panblUnBbIE
OOKYMEHTbI (MOCTAQHOB/IEHU O BO36YXXAEHMM Ae/1A,[MPOTOKO/I0B AOMNpPoca M T.4.).
HeMensieHHO NMosioXXKuTte Tpy6KY U CBSIXKUTECH C POACTBEHHUKOM HATPSIMYIO.

«Bbl BbiMrpanm npm3i»: BaM cooOLatoT O BbiUIpblLlLe LEeHHOro npu3a (aBToMo6u1/1b,
KBAPTUPA, KPYMNHAS CyMMQ AEHEr), HO ANSa ero nony4YyeHmsa Heobxogmnmo

onnaTtuTb "OocTaBKy", "cTpPaxoBKYy" UMM KaKon-nnbo gpyrom B3HOC.

C BeposaTHOCTbIO 100% ¢ BaMu cBfi3asiuCb MOLLUE@HHUKM,

He o6uwanTecb C HUMMU U NOJIOXKUTE TPYOKY.
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«3BOHOK M3 NMOJIMKNIMHUKU\GONTbHULLbI»: 104 BUOOM COTPYOAHUKA permcTpaTypbl MU
MeOUNLLIMHCKOro paboTHMKa BaM MOIyT MO3BOHUTb U, CCbIJ1IaACb Ha 3aMMUCb Ha NMPUEM,
MOMPOCUTb COOBLLMTbL HOMEP cTpaxoBoro nonunca nnm CHUJIC. C noMoLybro Homepda
Bawero CHWUJIC 3/10yMbILUTIEHHUKW MOTYT MOJ/1y4UTb AOCTYIN K BaALleMy AKKAYHTY
B cucrtemMme «lrocycsyrm».

«3BOHOK U3 MOJIMLLMU»: MOLLEHHUKW NpeacTaBnaoTCa COTPYAHMKaMU
MpPaBOOXPaHUTENIbHbIX OPraHoOB - CTapLUMMK criegoBaTeNnaMum, onepyrnoHOMOYEHHbIMUA
UNn gosHaBaTenamMm. OHU yTBEPXKOAIOT, YTO B OTHOLLEHUK Bac NpoBoOuTCA NPoOBEpPKa
NN BO36BYXKOEHO YroJIoBHOE Ae/10 U3-3a AKOObl MOO03PUTENbHbIX NEePeBOAOB C Ballen
KapTbl Ha 3apy6eXkHble cyeTa. Ong y6eamuTeNbHOCTU OHU MOTYT Ha3BaTb KOHKPETHbIM
PaMOHHbIN OTAEeN NONINLUNK, OTKYOa 9KO6bl 3BOHAT. HecMoTpa Ha cepbE&3HOCTb 3aaBIeHUN,
3/T0YMbILLUNEHHUKU NpeafaratoT «yperyimpoBaTb BONPOC» ANCTaHLMOHHO, Tpebys
nepeBofa AeHer, Unn npenocTtaBneHna KoHduaeHUMnanbHom MHGopMaLLmW.

MoMHUTe: HacTosALMe CoTPYAHUKN NMOSTNLNN HUKOr4d He peLuaioT Nogo6Hbie
BOMpochbl Mo Tes1ie¢poHy N He TPe6yIoT AieHer.

«MpeacTraBuTeNnb COTOBOro oneparopa»: MoLeHHUKHU
3BOHAT, NPeacTaBg99Cb COTPYAHUKaMM BalLEero COToBOro
ornepaTopa, 1 coobLLaloT 06 OKOHYaHMKM CPpOKa AENCTBUSA
O0oroBopa Ha npepocTaBrieHMe ycnyr cBa3n. OHU NbiTatoTca
y6eaunTb Bac COOBLLNTb KOO U3 CMC-CcoobLeHnq,

AKo6bl ANA TOro, YTo6bl NPOA/INTb AENCTBUE

0oroBopa, Ho Ha caMoM aefne XoTaT NonyYUTb

00CTYMN K BalleMy IMYHOMY KabMHETY B cuctemMe
«Focycnyrn» wvnum nnaTteXXHbIM cUCTEMaM.

Mono)xkurte TPy6KY N CBSIXXNTECb C COTOBbIM
orneparTropomMm rno opuynasibHoMy HoMepy TesiegpoHa.




=KATEPVHBYPI
rorpon Mosioasxum

«Moaknw4yeHue aomMmodoHa»: [log BNOAOM rnpeacrtaBuTenem ynpasnatowemn KoMnaHmm
NN YCTAHOBLLUMKOB AOMOPOHOB MOLLUEHHUKM CBA3bIBAOTCHA C COOCTBEHHMKAaMM KBApPTUP
N NPOCAT Ha3BaTb KOO M3 CMC-COODOLLEHUSA, KOTOPbIN AKOObI HY>XeH ANF NOAK/TIoYEeHUS
KBapTUPbl K AOMOPOHY. Ha caMoM aene Kog 06blYHO NPUXOOUT OT CUCTEMDbI «[TOCYyCnyrny,
B KOTOPYIO 3/T0YMbILLUTEHHUKU MbITAlOTCA NoNacTb. [To/10)KUTe TPYO6KY U CBSIXKUTECH

Cc npeacraBsurteneM YK nau yctaHOBLINKOM BaLuero goMogpoHda rno opuynasibHomMy
HoMepy, YTOYHUTE y coceneun, 3BOHUIN JiN UM.

HUKOIrAA HUKOMY HE COOBLUAUTE KOoAbl
N3 CMC-COOBLEHUU UM OPYTYIO NEPCOHAJIbHYIO
MHOOPMALLMIO. ECJIU KTO-TO HAMMHAET 3AMNPALULUBATD
3TY MHOOPMALLMIO, HEMEOJIEHHO NPEPbIBAUTE PA3IroBOP.

NMPN3HAKU OBMAHA NO TEJIEDOHY:

® Bac TopondaT, ucnonb3ytoT ppa3bl "CpoyHo!”, "MHauye 3a6/10kupyem KapTy!”,
"BpeMst orpaHn4YeHo".

® He patoT BaM nonoxxutb TPYOKY, 0aBAT Ha Bac, nepe3BaHMBAOT C pa3HbIX HOMEPOB.

® [MpocaT nepeBeCcTU OEHLIM HAa HEN3BECTHbIN (6€30MAacHbIN) CHET UM COOBLLNTDL
KOHPUOeHUMNaNbHYO MHPOpMaUUo (naposiv, Kogsbl).

® OTckaHupyute QR-kKoAabl, U MOCMOTPUTE PO/INK BaHka Poccuun ¢ TMNMMYHbIMU
cxeMaMuy MOLUeHHUKOB CCbIJIKA HA posinK LUb P®:
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1.2. UHTEPHET-MOLLUEHHUNYECTBO:

denkKoBble canTbl 6aHKOB, Nocycnyr (PULLKMHI): MoLLeHHUKU co3aatoT nogaefibHble
CaWTbl U MPUNOXXEHUSA, KOTOPblE BU3YarlbHO OYE€Hb MOXOXXM Ha HacTodllMe. TakKMM o6pa3om
MOLLUEHHWKMU MbITAalOTCS BbIMaHUTb BalLM IOMMUHbI, MAapPoSiv U APYryo KoHUAeHLUMaNbHYIO
MHPOpPMaLUIO, KOTOPYIO Bbl BBOOUTE NPU BXOAe B TIMYHbIE KaOUHETbI MPUNTOXKEHUN

" camToB. He ckauMBaMuTe NPUIOXKEHUN C HeNpoBepPeHHbIX pecypcCcoB.

NMopanenbHble MHTEePHEeT-Mara3umHbl: ToBap Ha calTe NpeacTaB/ieH, LeHa
npuBneKaTenbHaga, HO Nocne onnaTtbl Bbl HAYEro He nosiydaete. MarasmH ncyesaer,
a CBA3aTbCH C HUM HEBO3MOXXHO. CoBepLUaMTe NMOKYNKU B UHTEPHETE TOJIbKO Ha
NnpPoBepPeHHbIX CauTax U B NPOBEPEHHbIX MHTEePHEeT-MarasmHax

O6paLlleHMe oT ML PYKOBOACTBA: Yepes MecceHayKep C BaMU CBA3bIBaeTCH AKOObI

Balll pyKoBoAUTENb (HQYA/IbHUK, AUPEKTOP, PEKTOP U T.A.). B npodune MoLLleHHUK],
KaK NMpaBuio, ncrnonblyetca opuumanbHoe poto nu ®NO, 4yTobbl BbI3BaTb A0OBEPUE.

Bac npenynpexxnatoT O NPeacTodlle NpoBepKe CO CTOPOHbI MPOKYpPaTypPbl, HaTIOroBoMn
UM OPYrMx KOHTPOMUPYIOLWMX opraHoB. [Janee coobllaeTcs, UTO C BaMU CBAXKETCH
COTPYOHUK 3TOM cny»X6bl YTOObI 3a4aTb «BaXKHble BOMPOCHI».

[Mocne 3Toro o6blYHO creayeT 3BOHOK, B KOTOPOM

MOLUEHHWKW, BblOaBada cebd 3a 2 ‘
npencraBuUTenem CUNOBbIX UMU \)
KOHTPOJIbHbIX CTPYKTYP, MNbiTatoTCH ‘

BbIMaHUTb KOHPUOEHLIMANbHYIO
MHPOPMaLUIO UK OeHbIW.
BNOKMpPYMUTE HKEeHYaNbHUKA

M He OTBEYAaMTEe Ha He3HaKOMbIe

HOoMepa.
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O6MaH Ha Avito/IOne (u apyrux nnowaakKkax o6bvasneHun): O6bIYHO ero UCrob3yioT
MPUY NOKYMNKe KaKOM-TO BELU C PYK. 3MTOYMbILLNTIEHHUK HAaX0AUT Ha 3TUX nnatdopmMax
06BbABNEHUSA O NPpoaaXKe KaKoOM-TO BeLU, M obpallaeTcs K MpoaaBLy Mo 3TOMY BOMPoOcCY.
YT06bl NOCMOTPETH BELLb, 3/TOYMbILUIEHHUK MPOCUT CO3BOHMUTbLCA MO BUOEOCBA3U, HO

BO BpeM4 3BOHKA Y HEro gKobbl criydatoTcd Kakme-To TeXHMYeCcKme Henonaaku. Ytobbl
060MNTU UX, OH NPOCUT cobeceaHMKa BKIIOUYUTb AE€MOHCTPaLMUIO 3KpaHa. B aTo Bpemda
MOLLUEHHUK MOXKET, HanpuMep, NbiTaTbCa 3aNTU B Ball MHTEPHET-6aHK UMM aKKayHT

B cucTteMe «[focycnyrmy», mno3ToMy BaM Ha TenedoH NpuaeT cMc-cooblieHne ¢ Koaom

019 BXo4a UM CMEeHbI Mapois, KOTOPbIM 3T0YMbILLUIEHHUK XO4eT YBUOETb M UCMOSIb30BaTh.
He BKNIOYaNTe AEMOHCTPALIMIO 3KPaHa B pa3roBopax ¢ HE3HaAKOMbIMM NIOAbMMU.

NMPUSHAKN OBMAHA B UHTEPHETE:

® Appec camta 6e3 HTTPS (3awymiieHHoro
MpOTOKO/1A).

® KoHTaKTHaa MHpopMaLuma TONTbKO Yyepes
MecceHmKepsbl (Telegram, WhatsApp),
oTCcyTCcTBUE TernedoHa U PU3nN4YecKoro agpeca.

® CMWKOM BbIrogHada uUeHa, Kotopad
3HAYUTENTbHO HMXKE PbIHOYHOW (Haripumep,
"iIPhone 3a 5000 py6.").

1.3. YIrPO3bl YXNU3HU U 3JOPOBbIO

MOLUeHHNKW 3anNyrmBaloT XXepPTB yrpo3aMu pacrnpasbl, MPUCBINAKOT JIMYHbIE OaHHblE,
doTo AoMa mnm paboTbl, co3aatoT AUNPENKN C «3aXBavYeHHbIMU» POOACTBEHHMKAMM
(Haripumep, n3 3oHbl CBO). Llenb — gaBneHme m BbIMOraTenbCTBO.

Fpynnbl pUCKa: NEHCUOHEPbI, CEMbU BOEHHbIX, HecoBepLUeHHoNeTHne. MHorga
YXePTB 3aCTaBNAAIT YUTU U3 AOMa M 060pBaTb CBA3b C POAHbIMU, YTOObI CO3aaTb
OOMONTHUTENbHbIN pblyar AaBneHus.

Ba)XHO NMOMHMTb, YTO 3TO 6n1ed — Yallle BCero 3/I0yMbILUNEHHUKN OENCTBYIOT
N3-3a rPaHuLbl M HE MOTYT NPUYUNHUTD PeanibHOro Bpeaa CBOUM >XepTBaM.




HALL J

A At AOM  ovalHocTs

opUAMUECKAn KOMMAHUA

2.KAK SALLUTUTDBCH?
2.1. BALLINTA OT TEJIEQOHHbIX MOLLUEHHUKOB:

NMpaBuno 1: HMKorga He HasbiBauUTe
KoAbl N3 CMC-COOBLLEHNI, MNAPOSIN U OPYrYIo
KOHPUOEHUMNANbHYIO MHPOPMaL MO Mo TenedoHy.

NMpaBuno 2: Nepe3BaHMUBaUTE TOIbO
Ha opuULIManbHble HOMepa OAaHKOB, YKa3aHHbIe
Ha Bawlewn KapTe nnmn opuumarbHOM camTe.

NMpaBuo 3: YCTaHOBUTE NPpUIOXKeHUNe

avals 6J'IOKMpOBKM CrnaM-HOMepOB. Harnpunmep
oT dHAOeKc

NMpaBuno 4: 10 BO3BMOXXHOCTU He OoTBeYauTe
Ha 3BOHKW C HE3HAKOMbIX HOMEPOB.

2.2. UHTEPHET-BE3OITACHOCTb:

NMpaBuno 1: He nepexoguTte No Nogo3puTesibHbIM CCbIJTIKaM, OCOBEeHHO MoJSTlyYeHHbIM
OT HE3HAKOMBbIX NTIOAEN UNU B CMAaM-pacCbi/iKax.

NMpaBuno 2: BknounTe ABYyXPaKTOPHYIO ayTEHTUPUMKALMNIO HA BCEX BaXXKHbIX aKKayHTax
(6aHKUN, coLceTun, No4YTa). 1o obecneynT OOoNOTHUTENbHbIN YPOBEHbDb 3aLLUUTHI.

NMpaBuno 3: [NokynanTe ToBapbl TO/TbKO Ha MPOBEPEHHbIX MNOoLWaaKax Ny HagexXHbIX
nponasuoB. ObpallamTe BHMMAHME Ha OT3bIBbl M PENTUHI Npoaasua. OTcyTcTBme
OT3bIBOB — 3TO MO4O3pUNTE/TbHbIN MAPKEP.
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4 LLUATA, ECJIN BAM 3BOHAT HESHAKOML bl
M HAYNHAIOT HA BAC OABUTb N 4YTO-TO TPEBOBATD

He naHukyure: CoxpaHamTe CNOKOUCTBUE, OaXKe
eC/n Bac NbiTaroTca 3anyraTtb. YTobbl cnpaBUTbCA
CO CTpaxoM npencrtaBbTe, YTO MOLLEHHUK TOBOPUT
CMeLWHbIM roJ1IoCoOM UMM CUOUT Ha TOM KOHLE

npoBoaa 6e3 ogexabl. _ \

NMonoxxurte TpybKY: He npogonxamTe pa3roBop
C MOLUEHHUKaMU, He BoONTECHb MONMOXXUTb TPYOKY,

HUKTO BaC 3a 3TO HE HaKaXKeT.

!

L

NMepe3BOoHUTE B 6aHK: YbeaoumTech, YTO BCce B nopaake
C BalWMM BaHKOBCKUM CYETOM, UCMOJb3ya opULUMNaNbHbIN
HoMep 6aHKa, a Nydlle NpuanTe B oTaAeNIeHUNe NNYHO.

NMpoBepbTe onepaunm B NPpUNoXeHun: Ecnuv Bbl Bce e
COOOLLNNIN KaKYyo-TO MHDOPMaLUIO, MPOBEPbLTE NCTOPUIO
onepaunm B MOOGUNbHOM MPUTOXXEeHUN BaHKa N coobLunTe

O npob6neme B 6aHK Mo opuLmanbHOMy HOMeEPY.
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YTO OENATb, EC/IU BAC OBMAHYJIN?
CPOYHDbIE OEUCTBUS:

HeMeaneHHO NOo3BOHUTE B 6aHK U 3a6/IOKMPYMUTE KapTYy,
4TOObI NPenoTBPATUTL AaNlbHeMLIEee CnNncaHme cpencTB.

AT IO (@)
VR ) OTcKaHMpyiTe QR-kof,

i YyTOObI Y3HaTb, KaK ObICTPO
3a6/10KMpPOBaTb KapTy

Coo6uuTte B 6aHK O MOLLEHHUYECKOM onepaumvm.
B HEKOTOPbIX ClydasaXx 6aHK MOXXeT BEPHYTb YKPadeHHble
OeHbru (npouenypa 4Yaparx63K).

NMopanTe 3aaB/IeHUE B NMOJIMLUMIO. DTO MOXXHO COeNaTb OHJTAaUH.

.2 OTckaHupynTe QR-Kog,
"' yTOo6bl MOOATb 3a9BNEeHME
ek B MB/ oHnanH
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FnaBHoe npaBuio: He cnewuTte! MoWeHHUKU UrpaloT Ha Ballmnx
aMoumnax (CTpax, XagHocThk, JoBepue). Bcerga npoBepaunTe
MHpopMaLmto, NpeXxae YeM coBepLUaTb Kakmne-nnbo aemcTtema.

-

OTtckaHupyute QR-koa, 'E Ix

rer

4TO6bI MPOBEPUTHL CBOI MPAMOTHOCTb E;-ﬁ‘.'.-, :
B BOMPOCAX MOLUeHHNYEeCTBA o - 4

TEJIEPOHDbI MOAOAEPXKMN:

s+ TnaBHoe ynpaBrneHne MMHUCTepcTBa BHYTPEHHMUX
nen Poccuun no CeBepaonioBckom obnactm — (343) 358-71-61,
(343) 358-70-71 (TeniecpoH goBepuns)

YnpaBneHne ®enepanbHOM CNyXoObl

6e3onacHocTn Poccnm no CBepa/ioBCKOM ob6n1acTtum
(343) 371-37-51 (TereddoH goBepus)

CAUTDI:

LB P® - cnncoK HeneranbHbIX KOMMNaHUNU




